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(A) Enabling Passwordless Signh-In
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(A) Process to Enable Passwordless Sign-In (1/3)

Step 1 - Launch the Authenticator App

Start by opening the Microsoft Authenticator app on your B Heannse

mobile device with internet and notifications enabled.

Step 2 - Select HealthSG Account

Locate and choose the HealthSG account from configured

accounts to begin passwordless setup.
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(A) Process to Enable Passwordless Sign-In (2/3)

Step 3 - Set Up Passwordless Sign-In

<
Select 'Set up passwordless sign-in requests’. e

% Sign-in netifications
AEi L a sign-ini e st G Y P

One-time password code

® 277 070 L

Step 4 - Complete Setup and Confirmation R Sign-in with your phone
Create a passkey r"',"f'__'_"“_'.,'. walomasmphsiatbaal
Confirm setup by clicking “Continue”. You will be Sot up passwercless ign-in equests CR e s i oo ek
. Device registration
prompted to login with your Face ID/ password. S - © roste
Proceed. — ; g




(A) Process to Enable Passwordless Sign-In (3/3)

Passwordless
sign-in enabled

Once completed, click on your HealthSG account and you
will see “Passwordless sign-in request” at the top of the

screen. HealthSG

<

The option “Set up passwordless sign-in requests” should 5 Prmordens son e
nOt be ava”.abl.e. G Cna-time password code
626 984 0

Create a passkey

You may proceed to login to ECOS. T ———

notifications lor passwondiess phone sign-in

Change password G
Update security info )

Revienw recent acinity 2
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Note: If the authentication is still requesting password, please wait a short while for the change to take effect.



What to Expect After
Enabling Passwordless

Sign-In

“NHG
Health

Passwordless Sign-In Notification

You will see a persistent passwordless sign-in request
notification in the authentication app, indicating active
status.

Authentication Process

Sign-in approval happens via push notification with
number matching, enhancing security.

Initial Activation Considerations

Some systems may still request passwords temporarily
due to delays; users should retry login after a short wait.

User Best Practices

Users should keep devices secure, enable screen locks,
and update the Microsoft authentication app regularly.
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(B) Disabling Passwordless Sign-In
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(B) Process to Disable Passwordless Sign-In (1/3)

Step 1-Access Account Settings

<

Open the Microsoft Authenticator app and navigate to

Aceunlt satlings

Health&G
the specific account settings by tapping the gearicon

DAY TRl

on the top right of screen. [ Passwortess sgn-in reauests

Owrpe« Rimee password oode G bisd accounl

“ 26 984 o

D Disabils pasrwondiess sgr-in requests

Create a passiey

Ensabla Aaiifications o Bhil apg 10 gil
notifications for passwordess phone sign-in

Step 2 - Disable Passwordless Sign-In

Change password [

Select the option labeled 'Disable passwordless sign-in ... .

Rrvigra tecenl activity =

requests' to initiate the deactivation process.
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(B) Process to Disable Passwordless Sign-In (2/3)

Step 3 - Confirmation Prompt Passwordless

sign-in disabled

Confirm the action on the prompt by clicking ——
Aleainil Sl
'‘Disable' to prevent accidental changes to sign-in R skttt b et e - -
method. TR A
] G besd account
Rirricrn et :

Authentication has been switched back to

password signh-in method without deleting the

account.

Cancal
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(B) Process to Disable Passwordless Sign-In (3/3)

On the HealthSG account details screen, you will see

“Sign-in notifications” at the top of the screen.

The option “Set up passwordless sign-in requests” is G Jorhmocslow
OB passwvord Code
available again. © 277 070 0

Creabe a passhey

Sl i DERSWHNEGEE Bign-in feqUEte

Changs passwond (i}

—
L

Lipsdlati Spcusily infa

Review recent activity 3

Note: Enabling or disabling passwordless sign-in is reversible, allowing you to balance convenience and

security.
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